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At the end of September 2017, one Bitcoin was valued at over CAD$5,000, having increased from less than 
$800 a year earlier, with the market capitalization of Bitcoin rising to over $80 billion. Although the price 
continues to be highly volatile, its meteoric rise from a few cents to a few thousand dollars over the course of 
less than a decade continues to draw a lot of attention. 

Bitcoin is a digital currency that uses cryptography (computerized encoding/ decoding) for security and is the 
most well-known of a number of cryptocurrencies. Bitcoin and other cryptocurrencies are unlike traditional 
currencies in that they are dissociated  from governments and central banks. Instead, cryptocurrencies are 
administered and controlled through a blockchain  network; a secure online ledger that keeps a record of the 
transactions. The blockchain is a distributed ledger, which effectively means that everyone is working off the 
same set of books, as opposed to keeping their own ledger to record transactions. 

While Bitcoin and other cryptocurrencies are not replacing traditional forms of currency, their use is now 
increasingly widespread. Some major retailers are even starting to accept Bitcoin, including Microsoft, Expedia 
and Overstock.com, to name few. As the world of digital currencies continues to grow, it is becoming more 
important to understand how they work and their potential benefits and pitfalls.

In this edition of the Canadian Financial Planner we will examine how cryptocurrencies work, how they can be 
used in practice and the benefits and drawbacks of using them. Finally, we will highlight possible strategies to 
help avoid some of the security risks of using a digital currency.

Specifically, we will discuss:

• PART 1: What Is a Cryptocurrency and How Does It Work?
• PART 2: How Cryptocurrencies Can Be Used in Practice
• PART 3: Benefits and Drawbacks of Cryptocurrencies
• PART 4: Scams and Fraud – How to Mitigate the Security Risks
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Bitcoin and Other Cryptocurrencies
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PART 1: What is a Cryptocurrency and How Does It Work?

Cryptography, the encoding and decoding of data, 
is what makes Bitcoin possible. Cryptography  was 
created out of the need to secure communications 
during the Second World War, where governments 
and their spies would encode messages to make it 
more difficult for enemies to intercept them. 

These days, computers use cryptography to 
encode data in an effort to prevent unauthorized 
access to private information and communications; 
more generally referred to as encryption. In the 
online era, encryption is very commonplace. Every 
time an individual buys something with their credit 
card on the internet, or uses an ATM, or their key 
fob to unlock a car, some form of data encryption 
is being used. Using these core principles, Bitcoin 
has complex software algorithms that prevent 
unauthorized creation or duplication of the currency 
units. In essence, this prevents unauthorized 
“minting” or “counterfeiting” of the currency. 

How is Bitcoin Created?

The distributed ledger that Bitcoin uses to function 
is created in groups, known as blocks (hence 
the term “blockchain”). Individuals that create 
new blocks are known as “miners”. They run the 
network of computers and servers that create new 
Bitcoin units while at the same time recording 

and authenticating Bitcoin transactions, which 
get added to the blockchain. On average, miners 
create a new transaction block every 10 minutes, 
so the blockchain is continually growing. Mining a 
new block requires a lot of computer processing 
power since the process is very computationally 
difficult. However, miners are rewarded for creating 
new blocks with a bounty of 12.5  Bitcoins. The 
difficulty of creating new blocks is adjusted every 
2 weeks in order to keep the intervals between 
new blocks being added at around 10 minutes, on 
average.

To most of us this sounds very technical and 
confusing. Nevertheless, the bottom line is that 
miners are incentivized to maintain and grow 
the blockchain, and the associated record of 
transactions, in return for a reward paid to them in 
Bitcoin. 

Bitcoin Supply

As discussed, the supply of Bitcoin is controlled by 
setting the rate at which new transaction blocks are 
added. Every 4 years or so, this rate is halved. As 
such, the total number of Bitcoin that will ever exist 
is 21 million, but most estimates suggest that this 
will not happen until the middle of the 22nd century, 
assuming that Bitcoin is still around at this point.

PART 2: How Cryptocurrencies Can Be Used in Practice

Bitcoin can be purchased with traditional currencies 
on various exchanges. In essence, it is much the 
same as purchasing another currency in a foreign 
exchange transaction (e.g. buying US dollars 
with Canadian dollars). Individuals can exchange 
their cash for Bitcoin and vice versa at variable 
rates of exchange, although a transaction fee is 
charged (typically less than 1% of the transaction 
value). Some of the larger coin exchanges include 
Coinbase, Bitstamp, Cryptsy, BTCChina, and 
Kraken, among various others. 

Private Keys

Bitcoin users have one or more private keys 
(essentially a password) to allow them to access 
their Bitcoin holdings and carry out transactions. A 
private key confirms the user’s identity and allows 
them to access their holdings. If a user loses or 
forgets their private key, their Bitcoin holdings are 
lost forever. As such, it is generally advisable to 
keep copies of the key in a very safe place. 
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Tip! Various commentators suggest keeping a 
copy of the private key on a USB thumb drive 
or other offline location so that it cannot be 
accessed by hackers on the internet. Paper 
copies can also be kept, but should be stored 
in a secure location.

Wallets

Bitcoin units are stored in “wallets”, which are 
essentially files containing encryption keys that 
allow Bitcoin holders to transfer their Bitcoins to 
other people. There are two main options for those 
looking to store their Bitcoins:

1. Store them on a personal computer or mobile 
device using a special Bitcoin program; or

2. Store them with a third-party website in an 
online wallet.

Each of these options carries potential risks. 
Individuals that decide to store their Bitcoins on a 
personal computer or mobile device run the risk of 
having their computers hacked and their Bitcoins 
taken. Alternatively, they may suffer a hard drive 
failure or have their computer stolen. 

As for online wallets, there is the risk that the wallet 
service will swindle its clients, go bankrupt or get 
hacked itself. To mitigate the risk of the latter, many 
of the more popular Bitcoin wallets offer “cold 
storage” options i.e. the online wallet service stores 
the majority of their clients’ Bitcoins offline so that 
they cannot be accessed by hackers. They then 
transfer the Bitcoins to an online location in order 
to cover transactions and withdrawals. This may be 
likened to a bank storing the majority of its cash 
in the vault with a small amount available at the 
tellers’ desk. Some of the more common Bitcoin 
wallet services are offered by Mycelium, Coinbase, 
Copay, and BreadWallet, among others.

In the past, it was more common to see Bitcoin 
notes or coins available in a physical form. These 
were bearer instruments, which allowed individuals 
to transfer the Bitcoins by having a private key on the 
note, which remained hidden, typically with some 

kind of tamper-evident seal. However, following 
guidance from the US Department of Treasury, 
nearly all issuers of Bitcoin bearer instruments 
stopped issuance. So, while private keys can be 
stored on paper, Bitcoin units themselves must 
generally be stored using one of the two methods 
as described above.  

How to Use Bitcoin to Make Purchases

Many of the wallet services help to facilitate speed 
and simplicity in making transactions. Using a 
wallet, you can generally make an online payment 
in one of three ways:

1. If the merchant is using one of the more popular 
online wallets, such as Coinbase, there may be 
an option to sign in with your Coinbase account 
(or another online wallet). Generally, all that 
remains is to follow the prompts to complete 
the payment.

2. Most Bitcoin payment processors will provide 
a QR code at check-out. A QR code is a 
2-dimensional bar code (it looks like a square 
containing various dots in a machine-readable 
pattern). The QR code contains the payment 
amount and Bitcoin address details (see below 
for discussion). The purchaser can scan the 
QR code, typically using their smartphone and 
Bitcoin wallet app. This then populates the 
relevant details into the wallet app and allows 
the purchaser to complete the transaction.

3. If the merchant does not provide a QR code, 
the purchaser can enter the recipient’s Bitcoin 
address along with the payment amount 
into their wallet software to complete the 
transaction. A Bitcoin address is an identifier of 
26-35 alphanumeric characters that represents 
the destination for the Bitcoin payment.

Tip! Since many online merchants do not 
accept Bitcoins directly, it may be possible to 
purchase a gift card for a major retailer with 
Bitcoins through services like egifter.com or 
gyft.com.
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Purchasing Bitcoins as an Investment

The other main reason that individuals purchase 
Bitcoins, other than to make purchases, is to hold 
them as an investment. It is true that an investor 
that purchased Bitcoins 7 years ago would have 
earned a staggering return. An investment of 
CAD$100 in September 2010 would be worth over 
CAD$8,000,000 at the end of September 2017. 
Nonetheless, Bitcoin remains extremely volatile and 
is prone to wild swings in its value over short periods 
of time. Further, there are potentially troubling signs 
on the horizon for Bitcoin. There is a rift developing 
within the Bitcoin community as to how to allow the 
currency to evolve technologically to support the 
increasing transaction volumes. In addition, there 
is a considerable amount of regulatory uncertainty 

surrounding Bitcoin and other cryptocurrencies. 
While there are relatively few countries that outlaw 
Bitcoin outright, it remains unclear whether more 
national governments will step in to regulate and 
potentially restrict the use of these currencies. As 
such, Bitcoin is an extremely risky investment and 
should be treated with a high degree of caution. 

With all the technical complexity, potential security 
risks, volatility and scarcity of merchants that 
actually accept payment in Bitcoins, it seems 
reasonable to ask why anyone would bother going 
to all the trouble of buying Bitcoins or any other 
cryptocurrency for that matter. In the next section, 
we discuss some of the potential benefits, as 
well as drawbacks of using a cryptocurrency over 
traditional currencies.

Proponents of cryptocurrencies highlight a number 
of potential benefits:

1. Privacy and anonymity – While it is possible 
to track Bitcoin transactions between users, it 
is difficult to determine the actual identity of a 
particular Bitcoin user. It should be noted that 
certain procedures may need to be followed 
to allow Bitcoin users to remain anonymous. 
Repeated reuse of Bitcoin addresses makes 
it easier for others to observe the transaction 
history of a user, which may provide them with 
clues as to the actual identity of the person 
carrying out the transactions. Nevertheless, 
if used properly, using Bitcoins may offer 
much more privacy than through carrying out 
transactions via traditional means. In contrast, 
having a regular bank account and credit cards 
makes it possible for private merchants and 
public authorities to track how an individual 
spends and receives electronic funds. 

2. Ease of making international money 
transfers – Practically, there is no difference 
between making a Bitcoin transaction in-
country or across international borders. 

International money transfers can carry 
considerable transaction fees through banks 
or foreign exchange brokers; in this sense, it 
may be cheaper and simpler to transfer funds 
internationally using a cryptocurrency.

3. Lower transaction fees – When compared 
to other methods of making payments online, 
such as PayPal and credit cards, transaction 
fees are usually lower. Bitcoin transaction fees 
are typically less than 1%, whereas other digital 
payment methods may charge 2-3%. While the 
merchant usually pays these fees for a typical 
online transaction, the cost is generally borne 
by the customer through higher prices.

4. Independence from nation states – 
Especially when dealing with governments that 
have poor records of handling their monetary 
and fiscal policy, along with potentially draconian 
capital controls, Bitcoin may offer some 
individuals a way to transact without risking the 
influence of nation states and their politicians. 
Bitcoin is decentralized, which means that it 
is not directly controlled by its creators, unlike 
traditional currencies.

PART 3: Benefits and Drawbacks of Cryptocurrencies
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5. Scarcity – Bitcoin was designed to regulate the 
pace of its creation and caps the total amount 
that will ever be in circulation. While this has its 
drawbacks, it helps to guard against runaway 
inflation driven by a significant growth in the 
money supply. In contrast, numerous national 
governments have been the architects of hyper-
inflation in their economies over the years. 
Take the examples of post WWI Germany or 
Zimbabwe in recent years, whose inflation rate 
was at one time in the many millions of percent.

Bitcoin and other cryptocurrencies also have various 
notable disadvantages:

1. Fraud and scams – In the past there have 
been some high-profile hack attacks of Bitcoin 
exchanges. In February 2014, the Mt. Gox 
exchange in Tokyo, Japan was targeted by 
hackers, who stole 850,000 Bitcoins (valued 
at $450 million at the time). In addition, there 
have been scams, including the Bitcoin Savings 
& Trust Ponzi scheme whereby the perpetrator 
fraudulently obtained 146,000 Bitcoins during 
the life of the scheme. Needless to say, those 
that decide to use Bitcoin should be extremely 
vigilant. Bitcoins are not regulated like traditional 
currencies. Individuals that get scammed or 
have their Bitcoin holdings hacked may find that 
they have little or no recourse. In contrast, there 
are various consumer protections in place for 
depositors when dealing with typical financial 
institutions, especially in Canada.

2. Criminal activity – Bitcoin and other 
cryptocurrencies are attractive to criminals, 
in large part due to the potential anonymity of 
their use. Over time, if the currency becomes 
more the preserve of criminals and those of 
nefarious intentions, it is easy to imagine that 
governments and law enforcement agencies 
will crack down on the currency and its users. 

Further, legitimate businesses and individuals 
will rightly want to distance themselves from a 
medium of exchange that is commonly used by 
lawbreakers.

3. Extremely high volatility – Following the 
Mt. Gox hack, Bitcoin’s value dropped by more 
than 50%. This is major problem for anyone 
wishing to use the currency as a legitimate 
store of value. Imagine setting aside spending 
money for a vacation and discovering that it 
has dropped in value by half upon arriving at 
a seaside resort. For this reason, Bitcoin is 
difficult to recommend for those wishing to 
use it for day-to-day transactions. Prospective 
investors should consider maintaining a well-
balanced portfolio in other asset classes and 
only consider Bitcoin if they can genuinely 
afford to lose their entire investment. 

4. Lack of refunds – Bitcoin is administered by 
“miners” who maintain the distributed ledger 
and authenticate transactions. However, they 
are not in a position to arbitrate the legitimacy 
of Bitcoin transactions. In contrast, major credit 
card companies generally have refund and 
charge-back policies to help protect consumers. 
Bitcoin users should be clear that there may be 
no recourse available to them once a Bitcoin 
payment has been completed, if they want to 
dispute a transaction.

5. Risk that Bitcoin will be superseded – 
There are now various other cryptocurrencies 
that followed the creation of Bitcoin, including 
Ethereum, Ripple, Litecoin, Dash and many 
more. Some of these currencies have made 
significant improvements upon the original that 
may render Bitcoin redundant in the long-term. 
As such, those with significant Bitcoin holdings 
could potentially lose out.
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PART 4: Scams and Fraud – How to Mitigate the Security Risks

The cyber-security industry is always trying to 
stay one step ahead of hackers. Nevertheless, as 
we have seen from frequent news reports, cyber-
criminals often get the better of even some of the 
most longstanding institutions. The recent Equifax 
hack offers an important reminder. In September, 
the company announced that the personal 
information of around 143 million Americans may 
have been compromised, with approximately 
100,000 Canadians also affected. 

Given the sums involved, Bitcoin users are 
particularly at risk of highly motivated cyber-
criminals. Nonetheless, savvy individuals can 
employ a few strategies in an effort to help protect 
themselves, including:

• Securing private keys – Security experts 
recommend storing private keys offline in a 
USB thumb drive or on a paper print out, for 
example. These should be stored in secure 
locations, but will at least prevent hackers from 
accessing them online.

• Choosing Bitcoin wallets carefully – Those 
looking to choose an online Bitcoin wallet 
should be sure to carefully research the security 
features and track record of the wallet service. 
History of recent security breaches would be 
of particular concern. Certain security features 
may help to mitigate the risk of catastrophic 
loss, such as offline cold storage, for example.

• Being wary of online services – Individuals 
should also do their due diligence before 
dealing with anyone new. Bitcoin exchanges 
should be carefully researched, as well as any 
other counterparty that the user is looking to do 
business with online.

In general, individuals should be careful who they 
are dealing with when using Bitcoin. As mentioned, 
it is popular among criminals and has been linked 
to various online criminal marketplaces in the past, 
such as the infamous Silk Road (a now defunct 
online marketplace for illegal drugs).

Conclusion

Given all the drawbacks, it would seem reasonable 
to ask why Bitcoin is garnering such attention. 
Proponents of Bitcoin liken it to the internet. Initially, 
the internet was the preserve of savvy programmers 
and IT whizz kids only. Now it is mainstream and 
forms an important part of our lives. As such, it is 
possible to envisage a future for cryptocurrencies 
in which they are stable and provide more options 
for businesses and individuals to transact with 
each other, especially across borders. Alternatively, 
national governments will act in a concerted effort 
to restrict the use of cryptocurrencies and/or they 
will suffer from continued systemic problems that 
make them unusable for your everyday consumer; 
only time will tell. 

Bitcoin undoubtedly has certain advantages. 

In practice, it would likely be useful for making 
international transactions, especially if they involve 
trade with developing nations, sometimes with poorly 
regulated currencies and financial institutions. Those 
with large well-diversified investment portfolios may 
consider adding Bitcoin to their holdings, but should 
only do so if they truly understand the workings of the 
cryptocurrency and can genuinely afford to lose their 
entire investment. 

For the rest of us, Bitcoin and other cryptocurrencies 
will likely have little or no practical application in the 
near term. The high volatility, potential security risks, 
possible association with criminal elements, shortage 
of retailers that accept it and uncertain future all point 
to Bitcoin and other cryptocurrencies being difficult 
to recommend for most people.
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